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Abstract 

 VANETs (Vehicular Ad hoc Networks) have 

a lot of potential for improving road safety and 

passenger comfort in Vehicles. On the other hand, 

since they communicate over an open medium, 

they are vulnerable to a number of attacks that 

compromise the reliability of these features. 

VANET's are gaining more popularity in short 

time due to the wide variety of services it offers to 

the modern day vehicular users. In the last few 

years, VANETs have been an emerging research 

topic and therefore they are attracting a lot of 

interest from academia and industry researchers. 

This is because of their unique characteristics 

including high dynamic topology and predictable 

mobility. On the other hand, VANET 

communication is vulnerable to a variety of 

security threats including Distributed Denial of 

Service (DDoS) attacks. As the Denial of Service 

attacks are intended in restricting the access of 

existing resources and services by the legitimate 

users such that it has a drastic impact on the 

network’s performance. The majority of the 

current DDoS detection techniques is inaccurate 

and has a high computational overhead. In this 

paper, we discuss the key aspects of VANETs 

architecture, and its different forms of networks. 

The paper further discusses about the VANET 

security with respect to different services. It also 

reviews the various solutions to combat the DoS 

attack and its challenges and limitations.  

Keywords: VANET; Security Attacks; DDoS; 

Road Safety 

 

1. Introduction 

 VANET is a technology in which 

moving vehicles act as nodes to create a 

mobile network. In VANET every 

involved vehicle node is turned into a 

wireless router. In this type of network, 

cars in the range of approximately 300 to 

500 meters are allowed to connect and 

exchange information. Thus a network of 

wider range is created. As initial 

cars/vehicles move out of the 

communication range and gets 

disconnected with the network, other 

cars will join the network and thereby 

creating a mobile Internet. Probably fire 

and police vehicles will become the 

foremost systems to integrate this 

technology and communicate amongst 

themselves for safety purposes [1]. 

 Mobile communication is consistently 

developing department. While dealing 

with vehicles, the implementation of 

telecommunications is done on 

motorized production in no time. The 
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ideology of VANET stands applicable in 

such communications. We can connect 

one vehicle with the other through 

wireless technology and the desired 

information can be replicated to facilitate 

simple and secure road transport. Such a 

methodology will drastically update the 

transportation in an efficient way by 

ensuring safety to the users and 

improving the air quality. As the count of 

cars increases, need of VANET 

technology for connection between 

vehicles and communication of vehicles 

with infrastructure will also increase. To 

ensure high end safety and efficiency in 

transportation, it is important to involve 

all participants of the traffic within the 

communication by step-wise 

development of this mechanism. VANET 

has been pulling in a great deal of 

consideration in remote correspondence 

and vehicle enterprises in the on-going 

years. It supports the communication 

between ad hoc devices and 

infrastructure networks. Design and 

deployment of VANET based solutions 

are quite complex and is also hard to 

assure the quality of service, secure data 

transmission, fair channel allocation due 

to high mobile environment [2]. In spite 

of the fact that the measure of research 

has been given to the different steering 

issues in VANET yet at the same time 

there are a few territories that need more 

consideration. 

 VANET is one of the categorical 

features of mobile Ad Hoc network 

(MANET) that represents a self-

governing system of nodes interlinked 

with various mobile stations through 

wireless links. A network is created on 

purely ad hoc basis by connecting all 

these nodes without wires. Each node can 

play the roles of a furtherer, receiver, and 

a router. As nodes are portable at any 

time and to any direction hence mobility 

of nodes is the key benefit in such 

networks. VANET when compared with 

MANET the primary variance noticed is 

the dynamic variable network topology. 

Nodes as cars can spontaneously take 

part otherwise withdraw from the 

network topology. Initially it was a 

WLAN technology with dynamic 

connection launch, which allows 

inaugurating a transitory network 

connection with nodes. In road transport, 

each vehicle can act as an information 

carrier. Based on vehicle speed, it forms a 

bridge among diverse topologies [3]. The 

idea of the VANET networks involves 

networking of all traffic participants and 

possibly, also exterior participants 

similar to MANET. The VANET brings 

them the total environment where these 

vehicles are operated with the individual 

challenges and requirements. Presently 

vehicles records huge amount of data 

that is generated which is applicable for 

only local management. The primary 

goal of VANET communication is 

sharing the data with the neighbouring 

vehicle to facilitate them with better road 

information. 

 VANET integrates ad hoc network, 

wireless local area network (WLAN) and 

cellular technology. It represents a 

variant of Mobile Ad Hoc Networks 
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(MANETs) in which vehicles 

communicate amongst themselves and 

with the road side units (RSUs). VANETs 

are distributed and self-organizing in 

nature and forms the primary constituent 

of Intelligent Transportation System (ITS) 

[4]. They make transportation safer by 

enabling efficient intercommunication 

between vehicles so that safety and critical 

messages are instantly disseminated. 

Some of the unique features of VANETs 

are high mobility of vehicle nodes, 

varying density of vehicle nodes and 

limitless range of the               network [5]. 

 VANETs are self-distributed and 

have the capability to move between 

vehicles. These are specially designed 

with wireless features sort of 

communication devices. ITS 

management system is used for this 

purpose which is referred as ITS [7]. It has 

the ability to cause certain changes in the 

performances of transportation systems. 

This system has specific aims and 

objectives that could improve the level of 

safety for roads. It also helps to cut down 

increased level of traffic, fuel 

consumption and improve waiting time. 

The process of integration of devices with 

special navigation systems (GPS) and 

other related features like digital maps 

have the potential to serve various 

applications. They can play a vital role to 

improve road security systems. One way 

is to integrate all these systems so as to 

provide latest information to the drivers 

that could keep them updated with the 

latest proceedings on the road. A 

vehicular network can have certain 

mobile nodes. These nodes have On 

Board Units and some other types of 

nodes that are basically referred as Road 

Side Units. These devices are composed 

of various communications networks and 

can perform required operations in an 

ad-hoc fashion [9]. Such networks are 

commonly known as Vehicle-to-RSU and 

Vehicle-to Vehicle networks [10]. There 

are different network channels where 

RSU operates and is shown in Fig. 1. Here 

are several wireless technologies that 

have their role to play for VANET 

environment [11]. Here, a Dedicated 

Short Range Communications are used to 

support the process of data transfer in the 

variety of communication environments 

that will change with respect to time [13]. 

VANET communication is vulnerable to 

a variety of security threats and a most 

disastrous one is Distributed Denial of 

Service (DDoS) attacks. This is because it 

is hard to manage and can leads to a 

worst possible situation in a no man’s 

time. It is important to address this attack 

as early as possible for the safe passage of 

vehicular users. In this paper, we discuss 

the concept of VANET and the impact of 

DOS attack. Section 2 discusses about the 

VANET architecture and its components. 

Section 3 discusses about the VANET 

security issues. 

 
2. Components of VANET Architecture 

 The architecture of VANET is shown 

in Fig. 1 and its main system components 

are: 

1. On Board Unit (OBU): OBU is a 

Global Positioning System (GPS)-
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based backup that regularly shares 

RSU and other OBU with vehicle data 

for all vehicles. The OBU is 

responsible for setting up 

communications with RSU or other 

OBUs via the IEEE 802.11p remote 

connection and transmission as 

messages with other OBUs or RSUs. 

The OBU also uses input power, 

where each VU has GPS and OBU 

input and opposite input sensors.  

2. Application Unit (AU): The AU is an 

in-vehicle device that uses the 

services provided by the provider 

using OBU communication 

capabilities. AU can be a dedicated 

device for security applications or a 

common device such as a personal 

digital assistant (PDA) to use the 

Internet, the AU can be connected to 

the OBU via a wired or wireless 

connection and can stay with the OBU 

locally. One body unit the difference 

between the AU and the OBU makes 

sense. 

3. Road Side Unit (RSU): RSU is a 

computer unit, located at a specific 

location to provide local connections 

to vehicles passing through road 

sections. The road unit is a computer 

machine. RSU is a network device 

based on IEEE 802.11p Dedicated 

Short-Range Communication (DSRC) 

radio technology. In particular, RSUs 

can also be used to connect to other 

infrastructure networks and other 

network devices. 

 
Figure 1. VANET Architecture 

 

2.1 Challenges and Requirements in 

VANET 

 There are many issues concerned with 

the gathering of data regarding vehicular 

networks of ad hoc features. These are 

done to provide an enhanced driver 

behaviour that has the goal of 

minimizing the fatalities which are 

resulted by car accidents [14]. So, here are 

certain challenges about VANET and 

other technological environmental 

challenges presented below:  

 Signal Fading: The challenges those 

are often associated with signal fading 

are these objects that create troubles for 

the communication between vehicles 

with the capacity to impact the work 

efficiency for VANETs. Some of these 

cars and buildings are a crime on the 

streets of these cities. In addition, 

coordinator centrally attached in VANET 

has some Bandwidth limitations [15]. It 

controls the process of communication 

among several nodes that could 

responsibly manage the operation of 

contention and bandwidth.  

 Connectivity: One needs to 

understand the fact that there are some 

factors like changes in topology along 

with the mobility can cause 
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fragmentation in a variety of networks. 

Therefore, one must ensure that the time 

that is needed for this purpose of 

communication should be elongated [16]. 

One can accomplish this task by 

maximizing the power of transmission 

that could result in a degradation 

process. Thus, for VANET, connectivity 

surely is a big issue that can play a role 

for the communication of nodes.  

 Security and Privacy: Security 

protects the privacy, integrity and access 

to information, while privacy is clear 

about privacy rights regarding personal 

information. During this process, one 

also needs to make sure that certain 

challenges exist in the privacy and 

security processes. It is necessary to 

obtain reliable information that can be 

obtained from other sources. 

 
3. VANET Security Requirements 

3.1. Security Services 

 Security services are very much 

important for applications in ad hoc 

networks which are sensitive in nature. 

To create an ad hoc network, one must 

focus on ensuring security attributes such 

as reliability, confidentiality, 

authenticity, and confirmation. 

Availability 

 Network services include bandwidth 

and network access due to all the 

complexity of dealing with product 

surplus, block chain and identification 

using group signatures [This method is 

intended to solve both product overload 

and creation]. These approaches seek to 

find ways to bring RSU access to 

automotive communications. If the attack 

disrupts the RST, the connection, the 

proposed strategy will still exist due to 

the network connection of the vehicle to 

the vehicle. 

Authentication 

 Authentication ensures that vehicles 

are connected and validates the 

information sharing process as it 

provides additional benefits; also ensures 

that all vehicles are able to connect to the 

entire network. Whereas it is proposed to 

allow vehicles, RSUs, and keys to be 

integrated to create a public or private 

links. On the other hand, users have to 

enter their password in order to gain 

access to RSU again as authentication.  

Integrity 

 Data integrity promises the message's 

data which is shared among nodes, Butt, 

and sources. Integrated protection 

requires both a password and a digital 

signature has been employed. 

Confidentiality 

 Unidentified individuals inside the 

network should never reveal confidential 

information additionally; it ensures that 

only approved users have access to 

information such as plate number, name, 

and location information. To protect the 

privacy of vehicle networks, each vehicle 

will have several master keys, each of 

which will be encrypted. For signing, 

messages use different 'pseudo' 

encryption and "Pseudo" does not have 

access to the car, however relevant can. 

Vehicle needs to buy pseudo that has 

reached the earlier expiry date before 

they have to apply for new licenses. 
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Non-Repudiation 

 Non-Repudiation is important 

security primitive which should be 

considered to ensure that any parties 

involved in the VANET connection (V2I 

and V2V) cannot deny the connection / 

acquisition that took place. 

3.2. Attacks in VANET 

 Obstacles that because many 

malicious activities on VANET are listed 

as multi-layer attacks such as jumping, 

flooding, etc., can cause serious 

problems, such attacks on network layers 

cause many problems.  

 The attacks were categorized as 

shown in table 1 based on threat to 

VANET security requirement. 

 

 
Table 1. VANET Security services 

Authenticity Sybil and Replay attacks, GPS Spoofing, Position faking 

Integrity 
Replay, Message Suppression/Fabrication/Alteration, 

Masquerade. 

Confidentiality Eavesdropping. Information gathering, Traffic analysis. 

Availability DoS, Jamming, Black Hole attack, broadcast tampering. 

Non-Repudiation Loss of event traceability 

 

 DoS affect the availability service in a 

VANET and hence it requires protection 

at the network layer. It is considered as 

the primary threat to the lifespan, rate 

and time of users in VANET. DoS attacks 

are mainly aimed at exhausting both 

node and communication resources such 

as computing power, memory and 

bandwidth, which leads to an overload. 

Subsequent DoS attacks are highlighted 

according to [12] and [22]. 

1. Flooding Attack 

2. Jamming Attack 

3. Broadcast Tampering/Spamming 

4. Malware Attack 

5. Black Hole Attack 

6. Sybil attack 

 To establish VANET as a secure, 

effective and most efficient road traffic 

management system, vehicular networks 

must be designed in such a way that it is 

safeguarded from these attacks. DoS are 

done on the network to slow down its 

work by introducing useless traffic. It 

makes the network temporarily 

unavailable or interrupts the services of a 

host connected to the Internet. In a DoS 

attack, the failed node transmits a large 

number of unnecessary messages and 

requests the network to validate these 

requests with incorrect return addresses. 

 In a DDoS attack, the malicious party 

uses many vehicles to generate large 

amounts of network traffic in order to 

damage the integrity of the network. The 

vehicles used in a DDoS attack do not 

know that they are being used by the 

malicious user. Because of this, the 
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computers used in DDoS attacks are often 

referred to as zombies. Blocking the 

vehicle's communication systems could 

result in a vehicle accident and, in the 

worst case, loss of life. This attack can be 

difficult to detect due to the use of zombie 

vehicles. An extensive review has been 

done on DoS, and each technique is 

thoroughly discussed in the next section. 

 
4. DOS/DDOS attacks in VANET 

 Currently, the detection of the DoS-

JSA (jamming signal attack) signal for the 

VANET, which has so far only been 

identified in these tests, is in accordance 

with IEEE 802.11, the incorrect behaviour 

of certain vehicles and nodes in the MAC 

layer violates the IEEE 802.11 rules. In 

order to access the channel more 

frequently than other nodes, small 

polling counters were chosen. However, 

their success was hampered by that. In 

these investigations, identification of all 

types of attacks, including HDSA 

(Hybrid DoS Attacks), was a challenge. 

Furthermore, the examination was 

focused solely on a DoS JSA assault. In 

detecting DoS JSA only in VANET, a 

prior revision [15] proposed a system that 

used a unicast traffic method based on 

the regression model. However, the 

suggested approach did not take into 

account the node’s trustworthiness 

inquiry. Another study [16] also 

proposed instantaneous identification of 

DoS attacks in the IEEE 802.11p vehicular 

network system. This took into account 

beacons transmitted on a daily basis in 

IEEE 802.11p broadcast mode itself, with 

no re-transmission. This approach also 

included a backup jamming detector for 

solitary detection of DoS JSA attacks in a 

VANET subdivision. The inquiry, 

however, uncovered shortcomings in the 

protocol's trustworthiness. Upon the 

examination of these approaches, we may 

confirm that the DoS attacks investigated 

in VANET were solely grounded on DoS 

JSA. Additional attacks, such as HDSA, 

are common in VANET. The 

identification of all other attacks and 

HDSA remains the most difficult 

problem in the implementation of 

VANET protection applications.  

 There are other types of denial of 

service attack, such as PD (packet drop), 

RCO (Resources consumption), and some 

form of them even include perpetrator 

DoS attacks like DoS resilience attacker 

(DRA). Together, these attacks have 

contributed to RSU overutilization, 

however all the above plans neglected the 

fact that HDSA will be part of the 

investigation as well. Additionally, the 

researchers' investigations on these 

schemes have proven only [17] restricted 

recommendations and hardware/ 

software-based security techniques. The 

authors reported DoS attacks based on 

their proposed network monitoring 

schemes. Because of the goals of this 

project, we are including DDoS 

(Distributed Denial of Service) attacks. As 

a consequence, it is important to have a 

thoughtful study design process [18]. 

This new strategy would be able to detect 

all types of Distributed Denial of Service 
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(DDoS) attacks, including High DDoS 

(real-time) Attacks. 

 Vehicular computing includes both 

vehicular cloud and fog computing 

(VFC). In addition, VFC provides reliable 

and resource-efficient computing, and 

out-of-network availability. 

Additionally, optimization algorithms 

such as ABC (basic Cuckoo image 

optimization) and Firefly (extended 

Cuckoo image optimization) and the 

firefly neural algorithm (FNO) are able to 

contribute to swarm intelligence. To the 

extent that they depend on algorithm or 

process, the OAs (Optimization 

algorithms) may or may not have 

problem cracking skills. Lastly, they pose 

the option to change their DoS JSA and 

HDSAs (which include everything else, 

such as DoS JSA, PDRCO, and abuse), 

which allows for a better overall 

experience OAs for short-range 

communications has been used in real-

time data collection, which utilizes IEEE 

802.11p for dedicated communications 

[19]. Deploying digital rights 

management rights management in a safe 

and stable manner Integration with OAs 

and verification of VANET trust, which 

also includes KDE, will enable us to 

appropriately secure the VANET. This 

security approach for IEEE 802.11p adds 

the DSR (Dedicated short range) 

compatibility. This contributes to the 

protection of road and highway design 

on the basis that the use of intelligent 

transportation systems is anticipated. To 

reliably detect real-time DDoS JSA and 

HDSA attacks, which is based on IEEE 

802.11p, it is important to perform end-

to-end delay & jitter evaluation within 

VANET. 

 This type of surveillance research was 

conducted to explore DDoS attacks, but 

also used vehicle electronics telematics. 

However, following the Cuckoo/CSA 

(ABC) inquiry, it was found that it had no 

bearings on VFC [20]. There is thus no 

emphasis on bimodily (as opposed to 

bierly, which is just the combination of 

unicast and multicast) schemes for 

schemes in schemes' investigations. 

Nonetheless, this methodology did not 

earn it confidence in the group. The 

authors have performed an enquiry on 

Firefly (VANET: a long-E will be a key 

enabler of future ITS), and leverage the 

firefly principle of future ITS by using a 

combination of real-time protection from 

DoS. The authors caused the unruly 

nodes to imprint upon the vehicles that 

were delayed in VANET. In addition, 

they have used the DSRC and Multicast 

technology however, his research was 

somewhat constrained due to the absence 

of real data[21] There are several types of 

attacks included in the network analysis, 

like DoS JSA and RCO, but these are not 

included in the investigation since the 

focus is on DDoS attacks only. The other 

main disadvantage of the VFC approach 

was that it was noticed in all of the 

schemes. Thus, it can be inferred that 

VANET is an unreliable. It's always the 

biggest obstacle. 

 To counteract these issues, we 

describe all types of DoS, as well as DoS 

attacks in VANET, which includes DoS 
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JSA, and HDSA, in this paper. In 

addition, we recommend that VFCs be 

placed in OA configurations where 

possible and we also use the complete 

KDE (key distribution establishment) 

authentication/integrity mechanism in 

the VANET. These will be used to 

examine the end-to-to-end IEEE 802.11p 

data transmission delay and jitter in real-

time in this paper, we clarify how we 

expect to use VFC to locate DDoS attacks 

in the IEEE 802.11p environment.11p 

spectrum in real time. 

 Table-2 provides an outline of all DoS 

handling mechanisms with their 

methodology, attainment and all their 

pros and cons along with the concerned 

metrics. 

 

 
Table 2 A summary of several DoS remedies in VANET 
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5. Challenges and Future Perspectives 

 Given the difficulties and 

characteristics of VANETs, the following 

should be considered in some potential 

perspectives for the creation of new 

efficient communication approaches: 

Network Management 

 The network topology and channel 

state change rapidly because of high 

mobility. This makes it impossible to use 

tree-like structures since these structures 

cannot be set up and maintained as fast 

as the topology changes. 

Collision control 

 The unbounded scale of the network 

is often difficult. Traffic is poor in rural 

areas and also in urban areas at night. As 

a result, network partitions occur 

sometimes when the traffic load is very 

high in rush-hours and the network is 

therefore congested and a network 

collision occurs. 
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Environmental Impact 

 Electromagnetic waves are used by 

VANETs for communication. These 

waves are environmentally influenced. 

The environmental effects must also be 

taken into account to deploy the VANET. 

MAC Design 

 VANET usually uses the shared 

media to communicate, so the main 

problem is the MAC design. Many 

methods such as TDMA, SDMA, and 

CSMA have been adopted, etc. IEEE 

802.11 implemented VANET's CSMA-

based Mac. 

Protection 

 Because VANET offers life-critical 

road safety applications, security of these 

messages must therefore be fulfilled. 

Real time Conditions 

 VANET is time-critical for delivering 

a safety message with 100ms 

transmission delay. A fast cryptographic 

algorithm should be used to achieve real-

time constraints. Authentication of 

message and person must be completed 

in time. 

Responsibility for Data Consistency 

 In the VANET authentication node, 

malicious activities may trigger accidents 

or interrupt the network. A mechanism 

should therefore be established to 

prevent this incoherence. Correlation 

between the received data on specific 

information from different nodes can 

prevent this type of incompatibility. 

 

Low error tolerance 

 Some protocols are based on chance. 

VANET uses crucial knowledge about 

the action in a very short period of time. 

A minor mistake in the probabilistic 

algorithm may be damaging [22]. 

Key Distribution 

 All the key-dependent protection 

mechanisms implemented in VANET. 

Each message is encrypted and must be 

decrypted with either the same key or 

different key at the end of the recipient. 

Different manufacturers can also mount 

keys in many ways and I have big public 

infrastructure trust in CA. 

 

6. Conclusion 

 Vehicle ad Hoc networks are now 

common as they are built to provide road 

safety and passenger comfort services. 

Given its importance and its open 

communication environment, vehicles 

are vulnerable to a variety of attacks 

especially during the network routing. 

Therefore, securing VANETs and its 

communication is a great challenge. This 

paper surveys all the aspects of VANET, 

including design, standardisation and 

features, and shows all the VANET safety 

leaks and their effects. The attacks were 

classified according to the layers and 

specifications of the protocol. Finally, we 

draw up the most suitable authentication 

schemes and traffic regulatory schemes 

to ensure better performance against any 

form of Denial of Service attacks. 
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