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Abstract 
 India's swift digital growth has created extraordinary prospects while also presenting major cybersecurity 

hurdles. This research makes use of the Indian Cybersecurity Threats Dataset (2015–2024) to examine and 

categorize different cyberattacks impacting crucial sectors such as finance, healthcare, and governance. Two 

supervised machine learning models, k-Nearest Neighbors (k-NN) and Random Forest, were employed to sort 

cyber incidents according to threat category, method of attack, and level of impact. The process of data 

preparation involved techniques such as label encoding, feature scaling, and dividing the data into training and 

testing sets. Assessment of the models through metrics like precision, recall, F1-score, and accuracy revealed 

that Random Forest surpassed k-NN, achieving flawless classification accuracy. These findings highlight the 

capability of ensemble learning methods to improve the detection and response to cyber threats. The research 

supports ongoing incorporation of advanced AI techniques within India’s cybersecurity strategy to effectively 

tackle emerging digital threats. 

Keywords: Indian Cybersecurity, Machine Learning, Random Forest, k-Nearest Neighbors, Cyber Threat 
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Introduction 

ndia, as a country that has gone through a rapid improvement in its digital 

infrastructure, and an increase in internet use, has been transforming significantly in the 

recent past. Almost every sector such as finance, health, education, and e-government 

have embraced the use of digital technology in their operations. However, this progress has 

predisposed the country to other cyber threats such as phishing, malware, data theft, and 

ransomware. Cybersecurity concerns on a national level have become even more urgent as 

the number of digital transactions and cloud services usage exposes essential information 

systems to cyber threats. 

 The Government of India has responded to these increasing threats by implementing 

various initiatives such as the National Cyber Security Policy, formation of Indian Computer 

Emergency Response Team (CERT-In), and the Digital India project. These measures aim to 

contribute to a secure cyber ecosystem through the growth of awareness by increasing 

technical competence and legal frameworks. Nevertheless, even these attempts do not 

prevent the increasing sophistication of cyberattacks, which requires the continuous 

development of defence solutions and the active identification of threats, as well as the 

integration of the latest information technologies into cybersecurity operations, including 

artificial intelligence and machine learning. 

I 
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Review of Literature 

 Cybersecurity in India has undergone significant change over the past decade driven by 

the rapid process of cyber digitalization in the country. Tripathy (2025) presents a 

comprehensive analysis of trends in cybercrime evolution over time because the category of 

risks such as ransomware, data leaks, and social manipulation have become more 

sophisticated. The review of the literature by Verma and Shri (2022) demonstrated an influx 

of scholarly and institutional attention to cybersecurity, especially in such fields as finance, 

healthcare, and education. Yadav (2021) also explores the growing risk of phishing attacks, 

highlighting the need to focus on raising awareness and implement more strict regulations 

to make user-level vulnerabilities fewer. 

 Considering such emerging threats, researchers have gradually started to leverage 

machine learning and artificial intelligence as assets in safeguarding against cyber-attacks. 

Chowdhury et al. (2024) and Gangavarapu et al. (2020) analyze how adaptive artificial 

intelligence systems and, in particular, systems based on supervised learning are used to 

fight phishing and malware threats. Neural network models such as that shown by Martin 

et al. (2011) and ensemble approaches such as the Random Forests model by Rathore et al. 

(2019) and the Sharma et al. (2019) have demonstrated high effectiveness in recognizing 

advanced attacks. Gupta et al. (2019) confirm these findings, showing that combined 

strategies are more effective than single classifiers in the systems that are built to detect 

intrusion. The combination of these studies demonstrates that more and more researchers 

rely on predictive analytics to reinforce the cybersecurity system in India. 

 On the policy and governance level, the Indian government has also introduced some 

major initiatives that could help to create a robust cyber environment. The development of 

CERT-In and the introduction of the National Cyber Security Policy are two of the main 

success stories aimed at improving how threats are dealt with and the promotion of safe 

online behavioural practices.. Nevertheless, Adholiya and Adholiya (2019) note that there is 

a consistent knowledge gap among users, especially semi-urban and rural areas. Moreover, 

issues of the ethical aspects of cybersecurity have also been mentioned, as it was observed 

in the instance of the alleged abuse of the hacking services by Appin. Shairgojri and Dar 

(2022) emphasize that the concept of cybersecurity must be regarded as the component of 

the national security, and the collaboration between the policymaking, technological, and 

law-enforcing officials should be enhanced. These papers point to the fact that as much as 

technological advancements may be emphasized, a more comprehensive approach that 

involves education, policy change and ethical controls is equally important towards 

ensuring cybersecurity in India. 

 
Database 

 The dataset of Indian Cybersecurity Threats (2015 2024) is an important secondary data 

to assess the development of cyber threats in India and globally. It is rich in information 

about various cybersecurity incidents, listing the country where they occurred, the year of 

the incident, the type of threat (e.g. malware or DDoS), and the method used to conduct the 

attack (e.g. phishing or SQL injection). Such a multi-layered data enables analytic and 



Integrated Intelligent Ecosystem: Data Science, Machine Learning and Cloud Computing 

 

 
~ 92 ~ 

research scientists to study the pattern of cyber attacks and their methods over the years. In 

addition, it casts some light on the sectors that may have been affected, including finance, 

healthcare, government, and education, which will help in identifying the industries that are 

most vulnerable to some forms of cyber threats. 

 Other critical indicators in the dataset include the volume of data breached (in GB) and 

the approximate cost of the incident (in millions of dollars) and the severity of the severity 

of each attack (low, medium, high, and critical). These numbers are essential in the 

assessment of the size and severality of each event. Also, it documents the response time in 

hours and explains the tactics used in mitigation and gives a comprehensive picture of how 

companies respond to and recover after cyber attacks. This versatile form, makes the dataset 

especially valuable in terms of machine learning applications, anticipating cybersecurity 

trends, and forming policy, resulting in more responsive and proactive digital safety in 

India. 

 
Methodology 

 The paper is structured as a machine learning investigation to examine and categorize 

cybersecurity events on the basis of Indian Cybersecurity Threats Dataset (20152024). Two 

supervised learning algorithms are included in the analysis: k-Nearest Neighbors (k-NN) 

and Random Forest Classifier; data is preprocessed, and the training and evaluation of the 

algorithms are systematically processed in Python. 

 
Step-by-Step Methodological Framework: 

Step 1: Dataset Loading 

 The dataset was imported with the help of the pandas library at the 

F:\2025\Cyber_Security\India.csv. This data file includes such attributes as type of threat, 

attack mechanism, industry in which the data breach occurred, data breach size, financial 

impact, and level of severity. The columns were preliminarily examined to ensure that there 

is a target variable named Class that defines the category or classification of the cyberattacks. 

 
Step 2: Data Preprocessing 

 Label Encoding was done on all the categorical variables turning text-centric categories 

into numbers. That aspect ensures it is compatible with machine learning algorithms. The 

data were then separated into predictors (X) and outcome variable (y). Since distance-

dependent models, including k-NN, are sensitive to the scale of data, all feature data were 

standardized using the StandardScaler included in sklearn. 

 
Step 3: Train-Test Split 

 The data was divided into training and testing blocks through 80-20 split with a fixed 

random state, to provide consistency. This allows the model to be tested using a piece of the 

information and evaluated using new information to determine its usefulness. 
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Algorithm Implementation: 

Step 4: k-Nearest Neighbors (k-NN) 

 The KNeighborsClassifier of sklearn was used to implement a k-NN classifier with k=3. 

The scaled training set was fed to the model and the test data was predicted against it. The 

ease and efficiency of k-NN render it appropriate to identifying patterns with comparatively 

small data sets. 

 
Step 5: Random Forest Classifier 

 Random Forest approach is a robust joint learning algorithm, which was configured with 

100 decision trees. It was trained with the same training dataset. Random Forest is known to 

handle large volumes of dimensional data and to reduce overfitting through averaging the 

trees predictions. 

 
Step 6: Model Evaluation 

 A custom evaluation tool was used to compute and present the classification report 

(precision, recall, F1-score, and support) and the confusion matrix of each of the models. 

Confusion matrices were graphically shown by the seaborn parameter heatmap. Moreover, 

in the instance of the Random Forest model, the feature importance chart was constructed 

that made it possible to determine which variables affected the results of classification to a 

significant degree. 

 To sum up, this approach offers an alternative method of processing, modelling, and 

assessing data on cybersecurity that has the assistance of distance-based (k-NN) and 

ensemble-based (Random Forest) classification patterns. The models assist in defining 

various types of cyber threats based on characteristics based on actual reported incidence 

leading to more effective threat information and predicting cyber risks. 

 
Result and Discussion 

 The performance of the classification ability of two machine learning algorithms k-

Nearest Neighbors (k-NN) with k equal to 3 and Random Forest was compared using such 

measurements as the precision, recall, F1-score, and overall accuracy. These algorithms were 

run on a dataset that represents different types of cyber security threats or trends of incidents 

acquired in the Indian cyber security repository. The classification paid attention to three 

distinct categories that could denote different degrees of severity or cyber incident 

categories. 

Table 1. Classification Metrics Summary 

Model Class Precision Recall F1-Score Support 

k-NN (k=3) 

1 0.63 0.63 0.63 27 

2 0.82 0.82 0.82 17 

3 0.61 0.61 0.61 18 

Overall Accuracy – – 0.68 62 

Macro Average 0.69 0.69 0.69 62 

Weighted Average 0.68 0.68 0.68 62 
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Random Forest 

1 1.00 1.00 1.00 27 

2 1.00 1.00 1.00 17 

3 1.00 1.00 1.00 18 

Overall Accuracy – – 1.00 62 

Macro Average 1.00 1.00 1.00 62 

Weighted Average 1.00 1.00 1.00 62 

 

k-Nearest Neighbors (k=3) 

 Table 1 demonstrates that the k-NN model had a total accuracy of 68%. The results were 

moderate in terms of the accuracy in all three categories. Of these, Class 2 was most precise, 

making a high precision, recall, and F1-score of 0.82, indicating that the algorithm worked 

better in detecting incidents of this category. But Classes 1 and 3 dropped to approximately 

0.63-0.61, presumably because feature space overlap, or lack of boundary separation. This 

result is indicative of a general problem in cyber security incident classification whereby 

there is a possibility of similarity between patterns of malicious activity in different classes, 

and so such distance-based models as k-NN find it difficult to generalize adequately. 

 
Random Forest 

 As shown in the table above Table 1, the Random Forest model showed an outstanding 

performance over the k-NN one, which has delivered an ideal classification with 100 percent 

accuracy, precision, recall, and F1-score in all the classes. This highlights the strength of the 

ensemble model and capacity to manage nonlinear and complex decision boundaries 

effectively. Since cybersecurity risks include threats such as phishing and malware 

intrusions as well as those involving networks, Random Forests may take advantage of the 

various decision trees to identify complex patterns that are not detected by other simpler 

models. 

 This robust performance would particularly be beneficial to Indian cybersecurity 

analytics, where accurate incident classification is essential to prompt threat response, 

resource allocation, and forensics. The fact that all classes, including those less represented 

(Class 2 and 3), were dealt with exceptionally well, points to the fact that the model was not 

skewed towards the majority class, which is a common issue of imbalanced datasets. 

 
Results from Figures (Confusion Matrices or Bar Charts) 

 The k-NN model confusion matrix would indicate some observable misclassifications 

with Class 1 and Class 3, which are similar to their lower F1-scores. This implies that such 

classes can overlap in terms of feature space (e.g., common IP behavior or other such 

network anomalies) (Figure 1). 
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Figure 1. k-NN Confusion Matrix 

 
 On the contrary, the perfect diagonal with zero misclassifications would be the Random 

Forest confusion matrix. Both predicted labels are the same as the true label, which supports 

the idea that the model can classify the two classes quite distinctively with the help of the 

extracted features related to cybersecurity (Figure 2). 

 

 
Figure 2. k-NN Random Forest 

 
 The preeminence of the Random Forest would be visually verified using a clustered bar 

chart that compared accuracy, recall, and F1-score of the two models. Whereas k-NN has 

variations in metrics and classes, Random Forest has a constant high value of 1.0 at all 

(Figure 3.). 
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Figure 3. Clustered Bar Chart 

 
Conclusion  

 This study underlines the crucial role of effective cybersecurity policies in the rapidly 

digitalizing world of India. Based on the analysis of the Indian Cybersecurity Threats Dataset 

of 2015-2024, it was possible to apply two machine learning algorithms k-Nearest Neighbors 

(k-NN) and Random Forest which helped to categorize cyber incidents successfully. The 

results suggest that k-NN provided a moderate rate of accuracy in terms of classification and 

the Random Forest approach was completely accurate and consistent on all kinds of threats. 

This points to the opportunities offered by ensemble learning methods in dealing with the 

complexity and diversity of cyber threats. Implementation of these advanced predictive 

systems can significantly enhance cybersecurity in India in terms of more rapid and accurate 

detection and response to emerging cyber threats. 

 The findings also highlight the necessity of the combination of technological 

advancements and comprehensive cybersecurity measures and training. In the context of 

cyber threat advancement and growing complexity and scale, it is important to continually 

develop machine learning methods and expand cyber threat data. Combining the accuracy 

of the analysis with active regulation, India can create a stable cybersecurity space that 

safeguards its critical online assets and stimulates safe online growth. 
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